
The inner workings of this underground economy have 
come to play an influential role in many of the cyber 
and physical risks facing organizations today. To 
enhance the context within which these illicit goods 
and services are obtained, abused, and ultimately 
contribute to such risks, Flashpoint analysts conducted 
a survey of the prices for various offerings listed for 
sale across the Deep & Dark Web. While analysts’ 
findings should be interpreted as case studies and 
general observations rather than precise statistics, this 
report can and should serve to inform the security and 
risk strategies of organizations across all sectors.

10,000 fullz obtained from a U.S. healthcare institution 
at a unit price of $0.15 USD in quantities of 200 or 
more or $0.10 USD in quantities of 500 or more.
 
Fullz that are packaged along with more comprehen-
sive information—such as the individual’s payment 
card number, CVV code, and PIN—are usually sold at 
premium prices ranging from $20 to $75 USD. Togeth-
er, these pieces of information can enable adversaries 
to cash out the individual’s payment cards and engage 
in various other fraudulent schemes.
 

or cybercriminals, fraudsters, state-sponsored 
actors, and others, the Deep & Dark Web not only 
enshrouds their malicious schemes in relative 

anonymity, it facilitates an expansive underground 
economy. Shaped by the varying skillsets and motiva-
tions of a wide range of adversaries, this economy has 
become a driving force behind a broad spectrum of 
cyber and physical threats. Indeed, these illicit forums 
and marketplaces are where the byproducts of past 
breaches, insider threats, unpatched vulnerabilities, 
fraudulent schemes, and other security incidents 
change hands and, in many cases, become integral to 
the existence of current and future security incidents.
 

FULLZ

"Fullz" refers to complete sets of personally identifiable 
information (PII)—such as an individual’s social security 
number, date of birth, and full name. Typically used to 
support a wide variety of fraudulent schemes, this 
information is both extremely abundant and inexpen-
sive for purchase on the Deep & Dark Web.
 
On English-language Dark Web marketplaces, the price 
range for fullz of U.S. citizens is typically $1 to $8 USD, 
but Flashpoint analysts have observed instances where 
bulk discounts have been offered. In July 2016, one 
threat on a Russian-language forum actor advertised 
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The survey results and relevant observations are as follows:

Cybercriminals have also been known to charge more 
for fullz containing the PII of individuals with high credit 
scores—a characteristic that can be simple to identify. 
Once the criminal is in possession of fullz, they can use 
the individual’s name, date of birth, and social security 
number to access the individual’s credit score and 
gauge their financial status via one of the numerous 
free online credit monitoring services. Fullz with a 
credit score of 700+ are typically advertised at a price 
of $60 USD, while those with credit scores of 800+ 
typically go for $80 USD.

The relatively low selling price of fullz on the Deep & 
Dark Web can be attributed to the sheer magnitude of 
recent high-profile breaches—many of which occurred 
due to lax user-access controls, poor password 
hygiene, unpatched vulnerabilities, and/or insufficient 
security awareness.
 
However, these prices do not reflect the damage 
compromised fullz can inflict on victims if leveraged 
effectively to commit identity theft or other forms of 
fraud. Indeed, the prevalence and severity of data 
breaches in recent years underscores the tremendous 
responsibility held by organizations that store client 
data.
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Exploit kits are almost always rented out as-a-service 
for a specified period of time rather than sold for 
permanent use, making them more affordable and 
flexible to use. The automated, user-friendly nature of 
exploit kits lowers the barriers to entry for fledgling 
threat actors by making it possible to wage an impact-
ful attack without advanced expertise.
 
While frequently updating security patches can go a 
long way to protecting networks and systems, it is 
important for organizations to recognize that certain 
adversaries will likely always be actively seeking to 
identify zero-day vulnerabilities, create new exploit kits, 
and further develop and enhance existing ones. As 
such, maintaining stringent security awareness, 

EXPLOIT KITS

Often used to deliver payloads containing ransomware, 
banking Trojans, and other types of malware, exploit 
kits have become increasingly popular among 
less-skilled adversaries seeking to infect multiple users 
with relative ease. Flashpoint analysts assess with a 
moderate degree of confidence that exploit kit rental 
fees typically range from $80 to $100 USD per day, 
$500 to $700 USD per week, and $1,400 to $2,000 USD 
per month.
 
Much like any other software program, exploit kit 
prices reflect the product’s functionality and up-to-dat-
edness. In October 2016, the author and vendor of the 
RIG exploit kits advertised the newer RIG 4 kit at a 
weekly rate of $700 USD, while also offering the older 
RIG 3 kit at a weekly rate of $300 USD. In contrast, 
another vendor advertised the source code of the RIG 
exploit kit at a price of $50,000.
 

Cybercriminals have also been known to charge more 
for fullz containing the PII of individuals with high credit 
scores—a characteristic that can be simple to identify. 
Once the criminal is in possession of fullz, they can use 
the individual’s name, date of birth, and social security 
number to access the individual’s credit score and 
gauge their financial status via one of the numerous 
free online credit monitoring services. Fullz with a 
credit score of 700+ are typically advertised at a price 
of $60 USD, while those with credit scores of 800+ 
typically go for $80 USD.

The relatively low selling price of fullz on the Deep & 
Dark Web can be attributed to the sheer magnitude of 
recent high-profile breaches—many of which occurred 
due to lax user-access controls, poor password 
hygiene, unpatched vulnerabilities, and/or insufficient 
security awareness.
 
However, these prices do not reflect the damage 
compromised fullz can inflict on victims if leveraged 
effectively to commit identity theft or other forms of 
fraud. Indeed, the prevalence and severity of data 
breaches in recent years underscores the tremendous 
responsibility held by organizations that store client 
data.

Image 1: A threat actor offers “cvv fullz + ATM PIN” on a Dark Web 
marketplace for $75 USD. 

Image 2: A threat actor offers fullz — including the victim’s date of 
birth, mother’s maiden name, and billing information — on a Dark 

Web marketplace for $8 USD. 

adversaries will likely always be actively seeking to 
identify zero-day vulnerabilities, create new exploit kits, 
and further develop and enhance existing ones. As 
such, maintaining stringent security awareness, 
requiring employees to partake in comprehensive 
OPSEC training programs, and proactively seeking 
visibility into emerging social engineering tactics and 
malware campaigns can help organizations across all 
sectors reduce their risk of a compromise. 
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causing disruption for the fun of it to more serious 
motives such as extortion, political interference, 
undermining competitors, and even cyber warfare. The 
damages incurred during and after an attack can vary 
considerably depending on the attack’s size, the 
target’s mitigation strategies, and the attacker’s 
motivations. While DDoS mitigation technologies are 
not foolproof, they are generally effective at preventing 
all but the most advanced DDoS attacks.
adversaries will likely always be actively seeking to 
identify zero-day vulnerabilities, create new exploit kits, 
and further develop and enhance existing ones. As 
such, maintaining stringent security awareness, 
requiring employees to partake in comprehensive 
OPSEC training programs, and proactively seeking 
visibility into emerging social engineering tactics and 
malware campaigns can help organizations across all 
sectors reduce their risk of a compromise. 

DDoS-FOR-HIRE

Like exploit kits, the introduction of DDoS-for-hire 
services to Deep & Dark Web marketplaces has 
significantly reduced barriers to entry for amateur 
adversaries keen on waging an attack. While pricing 
depends on many factors and lacks any clear trends, 
these services are relatively inexpensive and tend to 
reflect the size and potential damage caused by the 
resulting DDoS attack.
 
Botnets—the networks of infected machines used to 
execute DDoS attacks—can be rented at a typical price 
range of $1 to $27 USD. Booter services, which carry 
out a DDoS attack on the customer’s behalf, are priced 
based on size. Booters tend to range from $5 to $30 
USD for a basic account. However, these types of 
accounts can launch attacks ranging in size from 1 to 5 
gigabits per second, which is likely too small to cause 
substantial disruption or long-term damage for most 
targets. Premium accounts with longer boot times 
capable of larger, more concurrent attacks are typically 
available at higher prices.
 
DDoS-for-hire services can also be made available at an 
hourly rate. An attack on a regular website is typically 
just $10 USD per hour, whereas an attack on a website 
that employs basic protections against DDoS attacks is 
typically $25 USD per hour. The most expensive 
DDoS-for-hire services are for attacks geared towards 
government, military, or bank websites, ranging from 
$100 to $150 USD per hour.
 
DDoS attacks may be carried out for a remarkably 
varied set of reasons, ranging from a desire for atten-
tion, retaliation for cheating at video games, or simply 

adversaries will likely always be actively seeking to 
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REMOTE DESKTOP PROTOCOLS (RDPS)

Over the past several years, compromised RDPs have become increasingly popular commodities on the Deep & Dark 
Web because they can serve as a vector for initial penetration of a targeted network. 

An analysis of RDPs for sale on two major Dark Web marketplaces revealed a discrepancy in pricing. RDPs sold on 
one marketplace are priced around $10 USD, regardless of country of origin, operating system, or other factors.

Image 3: Mentions of “RDP” within Flashpoint’s DDW dataset reached the highest level of chatter in July 2017. 

Images 4-5: RDPs on one marketplace (first image) are priced around $10 USD, while the RDPs on the other are more expensive. 
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Compromised RDPs with certain attributes—such as having an open port 25 or being uploaded to a marketplace less 
than five hours ago—are sold at a higher price. Even so, the maximum price of an RDP on the first marketplace is just 
$15 USD. In contrast, RDPs on the other marketplace sell at a minimum of $10 USD and can go upwards of $100 USD 
each. Flashpoint analysts did not conclusively determine what conditions and factors influence this discrepancy in 
prices between the two shops.
 
Regardless of the marketplace from which the RDP login credentials are purchased, such credentials enable the 
adversary to effectively own the system where the RDP server is installed. In addition to being able to launch external 
attacks and move laterally within networks, adversaries can leverage compromised RDPs to plant malicious software, 
exfiltrate data, and manipulate network settings. As such, the potential damages can be extensive.

include information such as card number, expiration 
date, and cardholder name. Dumps, which include 
Track 1 and Track 2 information and can be used for a 
wider variety of fraudulent activities than cards, are 
often sourced directly from malware-infected or 
skimmed point-of-sale (POS) terminals.
 
Access to online bank accounts known as “bank logs” 
are also made available for sale on cybercriminal 
marketplaces and forums. Price typically depends on 
the bank account’s available balance, with higher 

CARD DATA & BANK LOGS

Many Dark Web card shops offer both "cards" and 
"dumps," with prices varying greatly based on numer-
ous factors, such as how recently the information was 
sourced, country of origin, availability of Track 1 and 
Track 2 data, and card expiration date. Flashpoint 
analysts assess that card prices range between $2 and 
$20 USD with a moderate degree of confidence, and 
dump prices range between $5 and $100 USD with a 
low degree of confidence.
 
Cards are usually sourced from online transactions and 

Image 6: The breakdown of RDP prices according to one Dark Web marketplace. 
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balances selling at higher prices. For example, one 
bank log offered for sale by a well-known threat actor 
allegedly contained $1,000 and was offered for $90 
USD. Another bank log for an account allegedly 
containing $25,000 was being offered for $390 USD.
 
As with fullz, the relatively low selling prices of stolen 
card data and bank logs pale in comparison to the 
financial damage they have been known to inflict.

US PASSPORTS

Illicit U.S. passports are sold in three formats on Dark 
Web marketplaces: digital scans, templates, and 
physical travel documents. Created with the informa-
tion provided by the buyer, digital scans typically range 
in price from $5 to $65 USD. Passport templates, which 
allow the
buyer to create their own digital passports, typically sell 
between $29 and $89 USD. Physical passports are far 
more expensive, typically ranging in price from $2,980 
to $5,000 USD.
 
Other physical documents—such as driver’s licenses, 
social security cards, and/or birth certificates—are 
sometimes included within the price of passports at 
the higher end of the cost spectrum. It is unclear 
whether any of the actors advertising these physical 
documents on the Deep & Dark Web are malicious 
insiders with the capacity to issue genuine U.S. 
passports, or if the passports being sold are simply 
counterfeit or altered documents.

Fraudulent passports can be used to conceal one’s 
identity, commit financial crimes such as bank fraud, 
gain access to social welfare services, and facilitate 
international border crossings. Given this diverse range 
of applications, the risks presented by the under-
ground exchange of these documents can vary 
substantially depending on each passport’s format and 
the capabilities and motivations of the actors who 
purchase them.

Image 7: A threat actor offers a scanned U.S. passport for $65 
USD on a Dark Web marketplace.

Image 8: A threat actor offers a physical U.S. passport for 
$2,980 USD on a Dark Web marketplace. 
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ASSESSMENT

The underground economy will likely always play an integral role in the countless cyber and 
physical threats targeting individuals and organizations across all sectors. While the pricing of the 
illicit goods and services exchanged within these marketplaces and forums can be complex and 
laden with unexplained discrepancies, such pricing rarely reflects the potential damages that can 
occur as a result of having one’s information or other assets compromised. In other words, just 
because fullz, payment card data, RDP login credentials, and other illicit offerings are relatively 
inexpensive to purchase on the Deep & Dark Web, it does not mean that they cannot result in 
substantial damage when obtained and further exploited by adversaries with certain skills and 
motivations.
 
Above all else, the observations within this report reinforce the critical need for individuals and 
organizations alike to proactively address the cyber and physical risks to which they may be 
susceptible. Although it is impossible to prevent each and every data breach, malware infection, 
instance of fraud, or case of identity theft, taking basic measures to practice proper OPSEC, 
maintain stringent password hygiene, update software and systems regularly, and ensure all peers 
and employees do the same can be extremely beneficial for everyone.

ABOUT FLASHPOINT

Flashpoint delivers Business Risk Intelligence (BRI) to empower business units and functions across 
organizations with a decision advantage over potential threats and adversaries. The company’s sophisticat-
ed technology and human-powered analysis enable enterprises and public sector organizations globally 
to bolster cybersecurity, confront fraud, detect insider threats, enhance physical security, assess M&A 
opportunities, and address vendor risk and supply chain integrity.

For more information, visit www.flashpoint-intel.com or follow us on Twitter at @FlashpointIntel. 


