
stores, which broadens their appeal. Additional-
ly, as a result of the aforementioned benefits, 
fraudulent gift cards are one of the few items 
that cybercriminals feel comfortable buying on 
Deep & Dark Web marketplaces and then 
sharing with or gifting to their non-criminal 
family members and friends. To incentivize 
sales further, many vendors of fraudulent gift 
cards sell their wares for a fraction of the actual 
value of the gift card. 

ver the past several years, cybercrimi-
nals have demonstrated an increasing 
interest in the sale of fraudulent gift 

cards, which remain desirable items for a 
variety of reasons. More specifically, using a 
fraudulent gift card is relatively low risk, as an 
actor can easily pretend they didn’t know 
anything about the history of the card. Gift 
cards can also be used at a multitude of 
businesses, from pizza parlors to departments 

Cybercriminal interest
in gift cards

O

Image: Chatter around “giftcard” or “gift card” within Flashpoint’s Deep & Dark Web dataset shows a significant increase in
interest since mid-2014.
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purchase and use of gift cards. Towards the 
end of 2015, cybercriminals that had previously 
established underground empires selling 
“carded” gift cards – otherwise known as gift 
cards purchased with stolen credit cards – saw 
their cards being declined and their clients 
demanding refunds. Thus, carded gift cards 
were no longer viable products to sell. This 
prompted cybercriminals to pursue other, 
non-carded means of obtaining gift cards. 

The presence of fraudulent gift cards is not 
new to the Deep & Dark Web. In fact, gift cards 
have long been treated as a great way to 
cash-out stolen credit cards. These “carded” 
gift cards are typically then sold to others on 
Deep & Dark Web marketplaces. 

Over time, however, more businesses caught 
onto the trend of gift card fraud and responded 
by increasing security measures around the 

According to Flashpoint sources, many gift 
cards are numbered sequentially. This charac-
teristic not only eliminates the need for any 
guesswork, it makes it relatively easy for 
cybercriminals to ascertain the numbering 
convention used for many gift cards. Cybercrim-
inals have made comments hinting at this in 
the past, when they’ve claimed to struggle with 
getting gift cards from certain companies due 
to the use of a more complicated format. 

Cybercriminals have developed a way to 
obtain non-carded gift cards by identifying 
legitimately-issued and purchased gift cards 
that are unused and maintain a balance. To 
obtain these unused gift cards, cybercriminals 
must first discover the numbering convention 
used by certain gift card issuers for the 
creation of gift card numbers. Indeed, many 
prolific gift card vendors on top marketplaces 
appear to have done just that. 
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Image: As businesses started clamping down on carded gift cards, cybercriminal discussion shifted to chatter about “cracking” gift 
cards. Chart shows discussions using the words “crack” or “cracking” and “gift card” or “giftcard" within Flashpoint’s DDW dataset 
over the past two years. 
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provide clients with accompanying falsified 
receipts that make it appear as if the gift card 
had been legitimately purchased. Others have 
been known to provide clients with techniques 
to get their cards accepted; many of these 
techniques involve the use of certain gift card 
management applications. Many cybercriminals 
prefer these types of apps because they 
eliminate the need to be in possession of a 
physical card when making a gift card 
purchase in store.

The rising frequency and relative ease of these 
fraudulent tactics have led criminal gift card 
vendors to sell their products at a fraction of 
their face value. The majority of cards are 
marked down to roughly 30% of their face 
value, though cybercriminals attempting to 
undercut the competition may o�er cards for 
as little as 5% of their value. 

Given the popularity of non-carded gift cards 
among cybercriminals, cybercriminals with 
strong methods for obtaining valid gift card 
information can quickly rise to prominence in 
the cybercriminal underground. This, combined 
with poor security measures surrounding gift 
cards, led Flashpoint analysts to anticipate that 
this type of fraud will continue to increase.

Mitigation

Cybercriminals’ continued interest in gift card 
fraud aligns with a common practice among 
many gift card issuers: the prioritization of user 
experience and profits over security. Unlike 
bank-issued credit and debit cards, gift cards 
are not held to strict anti-fraud standards, 
which means that many gift cards may lack 
common-yet-e�ective security features aimed 
to help combat fraud. It is also crucial to recog-
nize that many gift card balances remain 
unclaimed long after being purchased — a fact 

Armed with the numbering convention, cyber-
criminals can then test possible gift card 
number combinations on the targeted 
business’s gift card balance checker or via a 
third-party site with the same purpose. As 
manually checking hundreds of possible 
numbers would be an incredibly tedious task -- 
not to mention the likely-low success rate for 
discovering valid cards -- many cybercriminals 
turn to automation for assistance with this task. 

Indeed, some cybercriminals have been known 
to develop bots that automate the process of 
checking gift card number combinations. One 
in particular is the recently-discovered 
“GiftGhostBot,” a gift card bot checker that 
automates thousands of checks against over a 
thousand websites in search of unused gift 
cards containing balances. 

Gift card balance checking sites require users 
to enter a gift card’s number to view the card’s 
balance. Though sites appear to require associ-
ated personal identification numbers (PINs) to 
check gift card balances, many gift card PINs 
are inconsequential and not validated by any 
gift card authority. As a result, any random PIN 
can be entered, enabling cybercriminals to 
easily view a card’s balance. 

In most cases, once an actor positively identi-
fies a gift card with a balance, the actor will 
then sell the card’s information on the Deep & 
Dark Web. As the actor is unable to obtain a 
physical card with this information, the actor 
advertises their products as “eGift cards.” 

Sale of Fraudulent Gift Cards

Cybercriminals skilled in gift card fraud have a 
strong understanding of how to ensure their 
cards will be accepted as a form of payment in 
a variety of situations. Some actors may 

Treat gift cards as if they were cash — use 
them as soon as possible after purchas-
ing. “Stale” gift cards tend to be more 
susceptible to abuse

When selling a gift card through an online 
marketplace, do not provide the buyer 
with the card’s PIN until the transaction is 
complete. Online purchases can be made 
using the PIN without having the physical 
card

When purchasing gift cards online, be 
leery of auction sites selling gift cards at a 
discount or in bulk

When purchasing gift cards in a store, 
examine the protective scratch-o� area on 
the back of the card for any evidence of 
tampering

You can report any suspected instances of gift 
card fraud to the FBI’s Internet Crime Com-
plaint Center (IC3) at www.ic3.gov.

that further incentivizes businesses to continue 
to market and sell less-secure gift cards 
despite their rising susceptibility to fraud. 

Businesses and gift-card issuers seeking to 
address and mitigate instances of gift card 
fraud should consider enacting the following 
security measures:

Require correct PIN numbers in order to 
check gift card balances or use gift cards 
for in-store purchases

Use a CAPTCHA system for all online 
purchases made with gift cards to help 
prevent instances of gift card checking by 
bots such GiftGhostBot and others

Implement a more complex numbering 
system for gift cards – such as a system 
that employs a mix of both numbers and 
letters – to make it more di�cult for 
cybercriminals to correctly guess possible 
card combinations 

Subject transactions that use certain gift 
card management applications to greater 
scrutiny  

Consumers of gift cards should recognize that 
inconsistent security measures among many 
gift card issuers have made instances of gift 
card fraud increasingly common. The following 
precautions -- as recommended by the Federal 
Bureau of Investigation (FBI) -- can help 
consumers protect against gift card fraud:

Purchase and/or use gift cards from 
reputable vendors only. Exercise extreme 
caution when purchasing gift cards from 
secondary gift card markets or re-sellers

Check the gift card balance before and 
after purchasing to verify that the card 
contains the correct balance 

Discovery of Unused Cards



According to Flashpoint sources, many gift 
cards are numbered sequentially. This charac-
teristic not only eliminates the need for any 
guesswork, it makes it relatively easy for 
cybercriminals to ascertain the numbering 
convention used for many gift cards. Cybercrim-
inals have made comments hinting at this in 
the past, when they’ve claimed to struggle with 
getting gift cards from certain companies due 
to the use of a more complicated format. 

Cybercriminals have developed a way to 
obtain non-carded gift cards by identifying 
legitimately-issued and purchased gift cards 
that are unused and maintain a balance. To 
obtain these unused gift cards, cybercriminals 
must first discover the numbering convention 
used by certain gift card issuers for the 
creation of gift card numbers. Indeed, many 
prolific gift card vendors on top marketplaces 
appear to have done just that. 
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provide clients with accompanying falsified 
receipts that make it appear as if the gift card 
had been legitimately purchased. Others have 
been known to provide clients with techniques 
to get their cards accepted; many of these 
techniques involve the use of certain gift card 
management applications. Many cybercriminals 
prefer these types of apps because they 
eliminate the need to be in possession of a 
physical card when making a gift card 
purchase in store.

The rising frequency and relative ease of these 
fraudulent tactics have led criminal gift card 
vendors to sell their products at a fraction of 
their face value. The majority of cards are 
marked down to roughly 30% of their face 
value, though cybercriminals attempting to 
undercut the competition may o�er cards for 
as little as 5% of their value. 

Given the popularity of non-carded gift cards 
among cybercriminals, cybercriminals with 
strong methods for obtaining valid gift card 
information can quickly rise to prominence in 
the cybercriminal underground. This, combined 
with poor security measures surrounding gift 
cards, led Flashpoint analysts to anticipate that 
this type of fraud will continue to increase.

Mitigation

Cybercriminals’ continued interest in gift card 
fraud aligns with a common practice among 
many gift card issuers: the prioritization of user 
experience and profits over security. Unlike 
bank-issued credit and debit cards, gift cards 
are not held to strict anti-fraud standards, 
which means that many gift cards may lack 
common-yet-e�ective security features aimed 
to help combat fraud. It is also crucial to recog-
nize that many gift card balances remain 
unclaimed long after being purchased — a fact 

Armed with the numbering convention, cyber-
criminals can then test possible gift card 
number combinations on the targeted 
business’s gift card balance checker or via a 
third-party site with the same purpose. As 
manually checking hundreds of possible 
numbers would be an incredibly tedious task -- 
not to mention the likely-low success rate for 
discovering valid cards -- many cybercriminals 
turn to automation for assistance with this task. 

Indeed, some cybercriminals have been known 
to develop bots that automate the process of 
checking gift card number combinations. One 
in particular is the recently-discovered 
“GiftGhostBot,” a gift card bot checker that 
automates thousands of checks against over a 
thousand websites in search of unused gift 
cards containing balances. 

Gift card balance checking sites require users 
to enter a gift card’s number to view the card’s 
balance. Though sites appear to require associ-
ated personal identification numbers (PINs) to 
check gift card balances, many gift card PINs 
are inconsequential and not validated by any 
gift card authority. As a result, any random PIN 
can be entered, enabling cybercriminals to 
easily view a card’s balance. 

In most cases, once an actor positively identi-
fies a gift card with a balance, the actor will 
then sell the card’s information on the Deep & 
Dark Web. As the actor is unable to obtain a 
physical card with this information, the actor 
advertises their products as “eGift cards.” 

Sale of Fraudulent Gift Cards

Cybercriminals skilled in gift card fraud have a 
strong understanding of how to ensure their 
cards will be accepted as a form of payment in 
a variety of situations. Some actors may 

Treat gift cards as if they were cash — use 
them as soon as possible after purchas-
ing. “Stale” gift cards tend to be more 
susceptible to abuse

When selling a gift card through an online 
marketplace, do not provide the buyer 
with the card’s PIN until the transaction is 
complete. Online purchases can be made 
using the PIN without having the physical 
card

When purchasing gift cards online, be 
leery of auction sites selling gift cards at a 
discount or in bulk

When purchasing gift cards in a store, 
examine the protective scratch-o� area on 
the back of the card for any evidence of 
tampering

You can report any suspected instances of gift 
card fraud to the FBI’s Internet Crime Com-
plaint Center (IC3) at www.ic3.gov.

that further incentivizes businesses to continue 
to market and sell less-secure gift cards 
despite their rising susceptibility to fraud. 

Businesses and gift-card issuers seeking to 
address and mitigate instances of gift card 
fraud should consider enacting the following 
security measures:

Require correct PIN numbers in order to 
check gift card balances or use gift cards 
for in-store purchases

Use a CAPTCHA system for all online 
purchases made with gift cards to help 
prevent instances of gift card checking by 
bots such GiftGhostBot and others

Implement a more complex numbering 
system for gift cards – such as a system 
that employs a mix of both numbers and 
letters – to make it more di�cult for 
cybercriminals to correctly guess possible 
card combinations 

Subject transactions that use certain gift 
card management applications to greater 
scrutiny  

Consumers of gift cards should recognize that 
inconsistent security measures among many 
gift card issuers have made instances of gift 
card fraud increasingly common. The following 
precautions -- as recommended by the Federal 
Bureau of Investigation (FBI) -- can help 
consumers protect against gift card fraud:

Purchase and/or use gift cards from 
reputable vendors only. Exercise extreme 
caution when purchasing gift cards from 
secondary gift card markets or re-sellers

Check the gift card balance before and 
after purchasing to verify that the card 
contains the correct balance 



According to Flashpoint sources, many gift 
cards are numbered sequentially. This charac-
teristic not only eliminates the need for any 
guesswork, it makes it relatively easy for 
cybercriminals to ascertain the numbering 
convention used for many gift cards. Cybercrim-
inals have made comments hinting at this in 
the past, when they’ve claimed to struggle with 
getting gift cards from certain companies due 
to the use of a more complicated format. 

Cybercriminals have developed a way to 
obtain non-carded gift cards by identifying 
legitimately-issued and purchased gift cards 
that are unused and maintain a balance. To 
obtain these unused gift cards, cybercriminals 
must first discover the numbering convention 
used by certain gift card issuers for the 
creation of gift card numbers. Indeed, many 
prolific gift card vendors on top marketplaces 
appear to have done just that. 

provide clients with accompanying falsified 
receipts that make it appear as if the gift card 
had been legitimately purchased. Others have 
been known to provide clients with techniques 
to get their cards accepted; many of these 
techniques involve the use of certain gift card 
management applications. Many cybercriminals 
prefer these types of apps because they 
eliminate the need to be in possession of a 
physical card when making a gift card 
purchase in store.

The rising frequency and relative ease of these 
fraudulent tactics have led criminal gift card 
vendors to sell their products at a fraction of 
their face value. The majority of cards are 
marked down to roughly 30% of their face 
value, though cybercriminals attempting to 
undercut the competition may o�er cards for 
as little as 5% of their value. 

Given the popularity of non-carded gift cards 
among cybercriminals, cybercriminals with 
strong methods for obtaining valid gift card 
information can quickly rise to prominence in 
the cybercriminal underground. This, combined 
with poor security measures surrounding gift 
cards, led Flashpoint analysts to anticipate that 
this type of fraud will continue to increase.

Mitigation

Cybercriminals’ continued interest in gift card 
fraud aligns with a common practice among 
many gift card issuers: the prioritization of user 
experience and profits over security. Unlike 
bank-issued credit and debit cards, gift cards 
are not held to strict anti-fraud standards, 
which means that many gift cards may lack 
common-yet-e�ective security features aimed 
to help combat fraud. It is also crucial to recog-
nize that many gift card balances remain 
unclaimed long after being purchased — a fact 

Armed with the numbering convention, cyber-
criminals can then test possible gift card 
number combinations on the targeted 
business’s gift card balance checker or via a 
third-party site with the same purpose. As 
manually checking hundreds of possible 
numbers would be an incredibly tedious task -- 
not to mention the likely-low success rate for 
discovering valid cards -- many cybercriminals 
turn to automation for assistance with this task. 

Indeed, some cybercriminals have been known 
to develop bots that automate the process of 
checking gift card number combinations. One 
in particular is the recently-discovered 
“GiftGhostBot,” a gift card bot checker that 
automates thousands of checks against over a 
thousand websites in search of unused gift 
cards containing balances. 

Gift card balance checking sites require users 
to enter a gift card’s number to view the card’s 
balance. Though sites appear to require associ-
ated personal identification numbers (PINs) to 
check gift card balances, many gift card PINs 
are inconsequential and not validated by any 
gift card authority. As a result, any random PIN 
can be entered, enabling cybercriminals to 
easily view a card’s balance. 

In most cases, once an actor positively identi-
fies a gift card with a balance, the actor will 
then sell the card’s information on the Deep & 
Dark Web. As the actor is unable to obtain a 
physical card with this information, the actor 
advertises their products as “eGift cards.” 

Sale of Fraudulent Gift Cards

Cybercriminals skilled in gift card fraud have a 
strong understanding of how to ensure their 
cards will be accepted as a form of payment in 
a variety of situations. Some actors may 
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Treat gift cards as if they were cash — use 
them as soon as possible after purchas-
ing. “Stale” gift cards tend to be more 
susceptible to abuse

When selling a gift card through an online 
marketplace, do not provide the buyer 
with the card’s PIN until the transaction is 
complete. Online purchases can be made 
using the PIN without having the physical 
card

When purchasing gift cards online, be 
leery of auction sites selling gift cards at a 
discount or in bulk

When purchasing gift cards in a store, 
examine the protective scratch-o� area on 
the back of the card for any evidence of 
tampering

You can report any suspected instances of gift 
card fraud to the FBI’s Internet Crime Com-
plaint Center (IC3) at www.ic3.gov.

that further incentivizes businesses to continue 
to market and sell less-secure gift cards 
despite their rising susceptibility to fraud. 

Businesses and gift-card issuers seeking to 
address and mitigate instances of gift card 
fraud should consider enacting the following 
security measures:

Require correct PIN numbers in order to 
check gift card balances or use gift cards 
for in-store purchases

Use a CAPTCHA system for all online 
purchases made with gift cards to help 
prevent instances of gift card checking by 
bots such GiftGhostBot and others

Implement a more complex numbering 
system for gift cards – such as a system 
that employs a mix of both numbers and 
letters – to make it more di�cult for 
cybercriminals to correctly guess possible 
card combinations 

Subject transactions that use certain gift 
card management applications to greater 
scrutiny  

Consumers of gift cards should recognize that 
inconsistent security measures among many 
gift card issuers have made instances of gift 
card fraud increasingly common. The following 
precautions -- as recommended by the Federal 
Bureau of Investigation (FBI) -- can help 
consumers protect against gift card fraud:

Purchase and/or use gift cards from 
reputable vendors only. Exercise extreme 
caution when purchasing gift cards from 
secondary gift card markets or re-sellers

Check the gift card balance before and 
after purchasing to verify that the card 
contains the correct balance 
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