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MODERN CHAT SERVICES 
AND CYBERCRIME

Modern chat services are finding their place alongside forums in the cybercrime 

ecosystem as a place where buyers and sellers can finalize transactions, or conduct 

real-time negotiations. The immediacy of a modern chat service—bolstered in some 

cases by encryption and other built-in security mechanisms—is an attractive lure for 

criminals leery of a law enforcement or researcher presence on forums. This paper 

intends to examine the type of illicit activity happening on modern chat services, by 

first explaining the popularity of some of the most active applications, how they work, 

who is attracted to them and why, and what can be done about it.
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INTRODUCTION

Cybercrime’s affinity with modern chat services has no 

palpable turning point. There was no milestone event 

when criminals flocked to secure messaging applications 

to communicate and finalize illicit transactions. There was no 

inflection point when encrypted discussions became the rule. It’s 

been a gradual migration to—and immersion of—services such 

as Telegram and Discord into the arsenal of cybercriminals. 

It’s the new normal. 

And the result is a growing number of interactions, once 

reserved for shady IRC channels, taking place on applications so 

overrun with this type of activity that actors are often hiding in 

plain sight. Criminals are leveraging the encryption offered by 

some services to elude surveillance from law enforcement and 

security researchers, while others stand up channels dedicated to 

fraud, carding, account takeover, malware, insider recruitment, 

narcotics and other nefarious activity, fully expecting them to get 

them shut down only to re-open them soon thereafter. 

The seemingly Wild West atmosphere is steadily becoming a 

grave concern with tens of thousands of less-than-reputable 

groups permeating these applications. While underground 

forums remain an intersection point where threat actors can 

advertise services, often in a one-to-many setting, the finalization 

of a deal and the exchange of (crypto)currency is often worked 

out on a modern chat service. 

Their one-to-one nature, in addition to a measure of anonymity 

and shelter afforded some criminals by modern chat services 

has an appeal that some forums cannot match. It’s a deep 

ocean of illegal activity, one that may never reach bottom. Law 

enforcement and security researchers have a hefty challenge 

before them to gather intelligence and stem this growing 

economy.

While underground forums remain an 
intersection point where threat actors 
can advertise services, often in a one-to-
many setting, the finalization of a deal 
and the exchange of (crypto)currency 
is often worked out on a modern chat 
service. 
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MODERN CHAT SERVICES’ 
FEATURES HARD TO RESIST

IRC, or Internet Relay Chat, is a standby text-based messaging 

application. It was for a long time the gold standard platform 

for white-, gray-, and black-hat hackers to boast about 

achievements, share new tactics, or rant about you-name-it. But it’s 

considered in 2018 an old client-based protocol; users cannot use 

voice messaging or send images to one another. Some IRC servers 

belong to users, and the tolerance for criminal activity depends on 

the bandwidth of operators to chase it down and stop it. 

As messaging features improved, and mobility became the 

standard, IRC began to decline, losing 60 percent of its users and 

half of its channels between 2003 and 2012. Aside from perhaps a 

nostalgic attachment to IRC, moving away from it to modern chat 

services was a natural progression for criminals as well, simply 

because it’s easier and more convenient to conduct operations on 

today’s platforms such as Telegram and Discord. 

Telegram, with its roots in Russian developers, consists of five 

basic object classes: users, invitations, channels, groups, and 

supergroups. Anyone with a Telegram account is a user, which 

means that they have a username with which they can send and 

receive private messages, accept invitations, and join channels 

or groups. Invitations grant users access to private channels or 

groups; whether a channel or group is public or private is its 

operator’s prerogative. 

Channels are used for one-way communication between their 

operators and an unlimited number of followers. They are 

therefore akin to a micro-blogging service or a RSS feed. 

Groups are comparable to chat rooms; they are designed for open 

debate and interactive conversations, which can involve all of a 

group’s members. They are, however, limited to a maximum of 

200 users. Typically, anyone in a group can post messages. Once 

a group exceeds 200 users, administrators are given the option of 

upgrading it to a supergroup, which allows for a membership of up 

to 100,000 users.

Discord, meanwhile, is a free U.S.-based voice, video, and text 

messaging app aimed squarely at gamers. The app is commonly 

used on the desktop and allows PC gamers to create servers and 

talk in real time while they play video games.  

 

Servers in Discord parlance are communication hubs offering text 

and voice channels, each offering another area where users may 

interact. Users may also create Instant Invites in order to add users 

to a server and that link may be sent to others. If you start a server, 

you can also control roles and permissions within it. For example, 

a server owner may denote a hierarchy of roles and rank other 

users. 
 

Discord is a gaming haven for teenagers and hipster millennials. 

Given that gaming is also a favorite pastime of many hackers, 

some criminals naturally transitioned their business and 

communication to this platform. [...] 
 

MODERN CHAT SERVICES’ FEATURES HARD TO RESIST
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Discord, like Telegram, offers voice chat which feeds into the 

attention-seeking behavior of some criminal types operating 

on this platform. Unlike Telegram, however, it isn’t known for 

its security; some encrypted chat features as well as its self-

destructing messages are a main draw for some who wish to hide 

from surveillance and protect the privacy of their messages.  

It should be noted that Telegram’s end-to-end encryption is limited 

to only its secret chats, or one-to-one interactions. The key is 

stored on the device, Telegram says, and not on its servers making 

it immune to government intervention. Discord, meanwhile, does 

not offer end-to-end encryption for its one-to-one direct messages.

Telegram is also open source, something else that attracts certain 

types of users who may want to license it to create new capabilities 

or versions of the app. Users are also able to poke about the code 

looking for any hints of surveillance and backdoors.  

While it would appear that Telegram in particular has resisted 

cooperation with governments around surveillance, that hasn’t 

stopped Russian and Iranian leaders from taking action against the 

platform and banning its use. 

Russian courts issued the order in April to ban Telegram 

throughout the country, keeping in line with a counterterrorism 

mandate in 2016 demanding that messaging platforms operating 

in the country turn over decryption keys to the government, 

making messages accessible to the government. 

The Iranian government followed suit soon thereafter, when it 

issued an order to the lone telecommunications provider in the 

country to block access to the Telegram site and application. 

Experts believe the ban was in response to the prominent role 

Telegram played in organizing and executing protests nationwide 

in late 2017 and early this year. Iranian conservatives said 

Telegram was a tool for spreading unrest. 

While some governments may have resorted to total shutdowns 

of modern chat services within their borders to halt unwanted 

activity, other regions have been unable to curtail their growth 

and activity around cybercrime. Telegram and Discord, for 

example, combined have more than 300 million users globally 

and thousands of homegrown communities on these respective 

platforms negotiating and finalizing deals, or trading illicit 

information. 

MODERN CHAT SERVICES’ FEATURES HARD TO RESIST
CONTINUED.. .
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CHAT SERVICES VERSUS 
FORUMS

The resilience of modern chat services versus a traditional 

and moderated forum adds to the appeal for criminals, 

further encouraging them to migrate to newer, mobile 

platforms. Modern chat services already include some forum-like 

features such as group chats—Telegram channels, for example—

that are invite-only, affording a measure of privacy, if not security. 

These are common to some cybercrime groups connecting around 

certain topics or linking trusted parties having some commonality.

This, however, isn’t happening at the exclusion of forums. 

Significant illicit business is still happening on Deep & Dark Web 

forums where threat actors advertise malware, exploit kits, access 

to breached sites, and even a services model for some tailored 

attacks. Unlike chat services, forums also provide an edge because 

they have an expanded system of insurance and escrow processes 

to provide confidence in business transactions. Additionally, forum 

administrators ensure that only legitimate users are allowed into 

the community and often, scammers are identified and banned 

from forums.

Increasingly, however forums are a marketing tool for sellers 

where they connect with buyers, but may take to a chat service to 

close a transaction given the perception of security and privacy 

afforded there. The AlphaBay and Hansa forum and marketplace 

shutdowns in 2017 may in the long run also enhance the 

perception that forums are susceptible to law enforcement 

intervention and further nudge threat actors toward chat 

services.

Forum posts may also be long, detailed, and thought-out, many 

times from one person or entity to many. Discussions aren’t 

in real time and can be less chaotic than a chat service where 

conversations are more like a stream of consciousness, where 

images such as screenshots can be shared, and thoughts are 

much more off the cuff.  

For now, the general pattern seems to be that an interested 

buyer will see a service advertised on a dark web forum and 

close the deal on a chat service. Through the chat service, a 

threat actor would be able to show screenshots of compromised 

data or access to breached machines; buyers and sellers would 

theoretically know with whom they’re dealing. [...]

CHAT SERVICES VERSUS FORUMS
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The topics and activity happening on chat services, meanwhile, 

are as diverse as the ecosystem. Buyers and sellers are 

exchanging account takeover information, credential-stuffing 

tools, website configurations, stolen credentials, insider 

information—and insider recruitment—as well as theft rings 

where minutiae such as shoplifting tips are shared. Carding and 

fraud communities may be huge on one platform and less so on 

another. The same goes for account selling, data dumps of all 

kinds; these services are hosting all types of criminal activity. And 

it tracks back to the resilience and nature of these platforms; chat 

channels and servers that are taken down one day will eventually 

pop up again elsewhere and the cycle continues. There are so 

many channels, and so much activity, that policing these services 

is a hefty task, one that’s complicated by encryption and other 

security measures in place. 

While most deals between cybercriminals and buyers begin 

on forums, forums are increasingly being viewed as an older 

technology. It’s simpler to conduct business in real time than 

on a forum where it may take a bit to get an answer. It’s 

generally understood as well that law enforcement and security 

researchers may have a presence on forums, where it’s much 

simpler to scrape data than to collect it from a chat service. 

This steady increase in illicit activity on chat services has a lot 

to do with the fact that interested parties can move away from 

a semi-public discussion on a dark web forum to a one-on-one 

interaction on a chat service. 

Some chat channels, meanwhile, are also used to share 

information and news rather than exclusively for selling 

or purchasing goods or malware, for example. Some are 

warehouses of hacking information that may share or translate 

articles on vulnerabilities, exploits, or hacking operations. Out of 

these types of groups can come a fully baked out plan to target 

a particular organization that members know may have certain 

technical or organizational vulnerabilities, for example.

This steady increase in illicit activity on 
chat services has a lot to do with the 
fact that interested parties can move 
away from a semi-public discussion 
on a dark web forum to a one-on-one 
interaction on a chat service. 

CHAT SERVICES VERSUS FORUMS
CONTINUED.. .
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WHAT CAN BE DONE?

Chat services are a challenge to police because of their decentralized nature. Threat 

actors are likely to continue to migrate toward chat apps, preferring the more 

intimate setting to conduct business and the lesser likelihood that their activities are 

being surveilled than on a forum. And while the platforms may have some success is 

denying criminal activity by policy and actively banning illicit channels they’re aware 

of, the breadth of this activity is wide; once one channel is closed, it’s more than likely 

that several more will appear in its place. 

Invite-only chats over channels and groups fixed in a modern chat service have a 

longevity and resilience that some forums cannot compete with. It’s unlikely that 

forums will be completely superseded by chat services, but the perception of their 

security and privacy will continue to attract criminals wishing to avoid detection from 

law enforcement and researchers. 

Flashpoint delivers Business Risk Intelligence (BRI) to empower 

organizations worldwide with meaningful intelligence and 

information that combats threats and adversaries. The 

company’s sophisticated technology, advanced data collections, 

and human-powered analysis uniquely enables large enterprises 

and the public sector to bolster cybersecurity, confront fraud, 

detect insider threats and build insider threat programs, 

enhance physical security, improve executive protection, and 

address vendor risk and supply chain integrity.

For more information, visit www.flashpoint-intel.com or follow 

us on Twitter at @FlashpointIntel.

The primary author of this report is Mike Mimoso. A special 

thanks to the entire Flashpoint intelligence analyst team for their 

dedication and contributions to this report. Contributors include 

Robert Ames, Allison Nixon, David Shear, and Leroy Terrelonge III.
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