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Executive Summary 

  

Organizations of all kinds need to be able to manage risk effectively. Flashpoint helps its 

customers transform their approach to risk with curated intelligence supporting both 

cyberthreats and physical threats, allowing them to act before the damage is done. 

 
 
 
 

Threatening activity from illicit actors and online 

communities can harm an organization’s business, 

stakeholders, employees, and customers. 

Intelligence programs have become essential for 

mitigating risk, especially for cyber threat intelligence, 

fraud, insider threat, corporate and physical security, 

and third-party risk teams.  

To stay ahead of the latest security challenges, 

organizations need comprehensive coverage of 

threatening activity on the internet. Accessing these 

illicit communities across multiple technology 

platforms and maintaining access presents a unique 

challenge to businesses, and it requires a 

combination of intelligence professionals, 

engineering, and development. 

Flashpoint provides a suite of products and services 

to help organizations identify threats and reduce the 

impact of cyberattacks, fraud, and physical damage. 

Flashpoint commissioned Forrester Consulting to 

conduct a Total Economic Impact™ (TEI) study and 

examine the potential return on investment (ROI) 

enterprises may realize by deploying its trusted 

intelligence services. The purpose of this study is to 

provide readers with a framework to evaluate the 

potential financial impact of Flashpoint on their 

organizations. 

To better understand the benefits, costs, and risks 

associated with this investment, Forrester interviewed 

representatives of a financial institution with 

experience using Flashpoint. Forrester used this 

experience to project a three-year financial analysis.  

Prior to using Flashpoint, the customer had no single 

source for identifying potential risks, so it relied on ad 

hoc discussions with contacts in law enforcement and 

within the industry. This left the organization with 

unacceptable levels of business risk, exposure to 

fraud, delayed product releases, and wasted time 

investigating false security incidents. 

After investing in Flashpoint, the customer gained 

critical information to evaluate and mitigate those 

risks, saving money and enabling more innovative 

and agile business operations. According to one 

interviewed executive: “No matter how it happens, 

the blame for fraud tends to get placed on the bank. 

Customers want to know why the bank did not protect 

them. With the data we get from Flashpoint, we’re 

now a lot more proactive about identifying threats and 

Return on investment (ROI) 

482% 

Net present value (NPV) 

$1.9 M 

KEY STATISTICS 

https://www.flashpoint-intel.com/
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resolving them before the bank or its customers are 

affected.”  

Key results from the investment include several 

quantified benefits, as well as several that are very 

important but more difficult to quantify. 

KEY FINDINGS 

Quantified benefits. Risk-adjusted present value 

(PV) quantified benefits include: 

• Increased security team productivity

delivered $651,499 in time savings. The

organization would have needed to hire a team to

attempt to duplicate Flashpoint’s access to and

familiarity with multiple channels, markets, and

individuals who pose a threat to them. Flashpoint

gives the existing analytical team access to a

wealth of such information that’s curated for their

needs with no additional investment in personnel.

• Avoided data breach costs delivered $512,282

to the bottom line. Flashpoint provided advance

notice about cybercriminals’ discussions, and

plans allowed the firm to close vulnerabilities in

its system. This protected it from data breaches

that affected competitors.

• Reduced losses from fraud totaled $873,722

over the three years. By giving the fraud team

the ability to search illicit online communities and

marketplaces, Flashpoint provided access to the

fraud team to search for stolen credit cards,

compromised credentials, and compromised

accounts. It was then able to proactively put

protections in place to prevent access, saving

money and providing a valuable service for its

own customers.

• Reduced false incident investigations saved

the organization $204,121 in wasted time.

Because Flashpoint assists security analysts in

determining whether or not a given claim of

incursion is real, it allows employees from a

variety of teams to avoid wasting their time on

false crisis reports.

Unquantified benefits. Benefits that are not 

quantified for this study include:  

• Eliminated risk of exposing the company and

brand to criminal activity. Flashpoint allowed

the organization to search across illicit online

communities and learn about its threat

environment without incurring the risks inherent

in that activity.

▪ Lowered risk of launching new products and

technologies. Flashpoint allowed the

organization’s team to reduce the risks of

innovation by finding out what threat actors were

saying about new technologies and vendors in

advance. This allowed the team to minimize any

possible vulnerabilities before launch.

• Improved safety and security for public-facing

executives and other employees. Flashpoint

provided intelligence regarding threats against

high-profile executives as well as information

about physical threats affecting bank branches

(e.g., terrorism, criminal activity, civil unrest).

• Increased perception of proactive approach

to risk management. The organization’s

forward-looking stance assured customers,

“If we’re looking at moving to a 

specific technology with a new 

product, the first thing we do is 

search Flashpoint and see if there 

is any evidence of criminal abuse. 

Because we already know the 

issues before we purchase the 

technology, that can either help us 

decide not to use that technology 

or to better implement the 

technology so it’s less likely to be 

abused. 

AVP, financial services 



THE TOTAL ECONOMIC IMPACT™ OF FLASHPOINT  3 

EXECUTIVE SUMMARY 

regulators, and investors that it had an effective 

security program in place. 

• Improved security team collaboration through 
integration with existing tools. Flashpoint 
enabled the organization to extend data and 
intelligence into the existing security platforms via 
integrations. This enabled additional capabilities 
and expanded workflows across the team.

Costs. Risk-adjusted PV costs include: 

• Subscription fees totaled $360,386 for the

three-year period. The single annual fee

includes intelligence access licenses, integration,

an information-sharing community, and access to

Flashpoint analysts for custom analyses.

• Internal training costs of $24,831. Flashpoint

offers a plug-and-play solution that does not

require an investment in extensive training. A

minimal amount of on-the-job learning allows

analysts to be proficient quickly.

The interviews and financial analysis found that this 

customer experienced benefits of $2.2 million over 

three years versus costs of $385,217, adding up to a 

net present value (NPV) of $1.9 million and an ROI of 

482%. 
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ROI 

482% 

BENEFITS PV 

$2.2 M 

NPV 

$1.9 M 
PAYBACK 

< 3 months 

 
“Flashpoint not only paid for itself, it paid for 

my entire suite of security tools.” 

VP security manager, financial services 

 
 

$651.5K

$512.3K

$873.7K

$204.1K

Increased security team productivity

Avoided data breach costs

Reduced losses from fraud

Lowered cost of false incident
investigations

Benefits (Three-Year)
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TEI FRAMEWORK AND METHODOLOGY 

From the information provided in the interviews, 

Forrester constructed a Total Economic Impact™ 

framework for those organizations considering an 

investment in Flashpoint.  

The objective of the framework is to identify the cost, 

benefit, flexibility, and risk factors that affect the 

investment decision. Forrester took a multistep 

approach to evaluate the impact that Flashpoint can 

have on an organization. 

 

 

DUE DILIGENCE

Interviewed Flashpoint stakeholders and 

Forrester analysts to gather data relative to the 

Flashpoint. 

 

CUSTOMER INTERVIEW 

Interviewed decision makers at an organization 

using the Flashpoint to obtain data with respect 

to costs, benefits, and risks.  

 

FINANCIAL MODEL FRAMEWORK 

Constructed a financial model representative of 

the interview using the TEI methodology and 

risk-adjusted the financial model based on 

issues and concerns of the interviewed 

organization. 

 

CASE STUDY 

Employed four fundamental elements of TEI in 

modeling the investment impact: benefits, costs, 

flexibility, and risks. Given the increasing 

sophistication of ROI analyses related to IT 

investments, Forrester’s TEI methodology 

provides a complete picture of the total 

economic impact of purchase decisions. Please 

see Appendix A for additional information on the 

TEI methodology. 

DISCLOSURES 

Readers should be aware of the following: 

This study is commissioned by Flashpoint and delivered 

by Forrester Consulting. It is not meant to be used as a 

competitive analysis. 

Forrester makes no assumptions as to the potential ROI 

that other organizations will receive. Forrester strongly 

advises that readers use their own estimates within the 

framework provided in the report to determine the 

appropriateness of an investment in the Flashpoint. 

Flashpoint reviewed and provided feedback to Forrester, 

but Forrester maintains editorial control over the study 

and its findings and does not accept changes to the study 

that contradict Forrester’s findings or obscure the 

meaning of the study. 

Flashpoint provided the customer name for the interview 

but did not participate in the interview.  
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The Flashpoint Customer Journey 

Drivers leading to the Flashpoint investment 
 
 

 

INTERVIEWED ORGANIZATION 

Forrester interviewed representatives of a Flashpoint 

risk intelligence platform customer with the following 

characteristics: 

• Large, US-based regional financial institution. 

• Multifunctional intelligence team, covering both 

cyberthreats and physical risks. 

• Flashpoint user for more than three years. 

KEY CHALLENGES 

Prior to investing in Flashpoint, the organization 

struggled with several challenges related to 

identifying and managing risk, including: 

• Limited ability to identify compromised credit 

cards and accounts prior to reported 

fraudulent activity. As careful as consumers 

and their financial institutions may be, fraudsters 

continue to steal credit card and account 

credentials both physically and virtually. Before 

using Flashpoint, it was almost impossible for the 

bank to know which accounts had been 

compromised until fraudulent activity appeared 

on the account and the owner or someone at the 

bank flagged it. By that time, the owner could 

have lost thousands or even hundreds of 

thousands of dollars. Aside from the immediate 

impact, these incidents weaken the confidence of 

account holders and inevitably lead to loss of 

business. 

• Low visibility into potential security threats 

against bank branches or personnel. Security 

concerns go beyond the loss of money at a 

financial institution. They include damage to 

physical property and even harm to the bank’s 

employees. The intelligence team had limited 

ability to predict incidents that might cause 

damage to its branches or the employees 

working at them, such as violent civil unrest, 

terrorism, and robbery.  

• Potential for damage to the bank with new 

product launches. Since it often employs new 

technologies or involves new partners, using 

innovative new products at the bank was risky. A 

given launch could result in new vulnerabilities 

and more successful cyberattacks. In fact, the 

more innovative and game-changing the new 

product, the greater the risk of unforeseen 

problems. Trying to protect against this 

inevitability sometimes led to unnecessary delays 

or hesitation in getting truly innovative products to 

market. 

 

USE CASE DESCRIPTION  

The interviewed organization uses Flashpoint across 

its intelligence operations, including cybersecurity, 

fraud detection, and physical security. Users employ 

the platform primarily to search illicit online 

communities without exposing the analysts or the 

organization directly to this criminal environment.  

Furthermore, Flashpoint, prioritizes collections of 

data in alignment with the organization’s customer 

intelligence requirements and provides the most 

actionable data directly to its end users. The data 

provided to and accessed by the organization comes 

from a broad range of sources across illicit online 

communities, including closed and curated forums, 

card and credentials shops, and other hard-to-reach 

communities and platforms across multiple 

languages. The data is structured in the platform in 

such a way that the information most relevant to the 

organization is the most visible and accessible, 

further helping it to save time identifying threats. 

The organization performs regular searches into 

discussions regarding such topics as potential 

malware deployment, stolen credits cards, customer 
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data, or physical assets such as company laptops. 

This gives it an opportunity to stop fraudulent activity 

or protect against cyberattacks. The organization also 

regularly searches for threats against its public-facing 

executives and chatter about activities that could 

affect its branch offices.  

In addition to performing their own searches, team 

members may ask Flashpoint for custom intelligence 

reports about specific topics that concern them or for 

assistance in determining the credibility of a given 

threat or threat actor.  

Finally, the company actively participates in an email 

list community where Flashpoint and its customers 

may share information on topics such as civil unrest 

or Flashpoint’s assessment of activity on violent 

extremist forums.  

For this use case, Forrester has modeled benefits 

and costs over three years. 

 

 We use it to look for insider 
threats, detect data exposure, uncover 
targeting of [people] or assets and 
to…identify new or emerging attack 

techniques.  

— VP security manager, financial services 
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Analysis Of Benefits 

Quantified benefit data  
 
 
 

 

INCREASED SECURITY TEAM PRODUCTIVITY 

Evidence and data. Before investing in Flashpoint, 

the interviewed organization did not have access to 

threat actor interactions or illicit online communities in 

general. After identifying the need for this capability, 

the team decided not to build it internally. The VP 

security manager told Forrester: “Without Flashpoint, 

I would need at least two analysts [working] 40 hours 

a week [each]. That would be their whole job, their 

only job. Instead, I only need one analyst for 2 to 4 

hours a day.” Furthermore, gathering the kind of 

information the organization got from Flashpoint 

would take a specific set of skills that are often 

difficult to find. They include the ability to speak 

multiple languages (since threat actors operate all 

around the world) and to build undercover 

relationships with those threat actors. The security 

analyst would need to do all of this in addition to 

possessing the usual technical skills expected of 

them.  

Modeling and assumptions. Forrester has 

accounted for the impact of this benefit to the 

organization based on the interviewees’ assessment 

of the savings realized by not building the capability 

in-house. 

• Before using Flashpoint, the organization would 

have required at least two full-time analysts to 

gather the kind of data Flashpoint provides. 

• With Flashpoint, the organization only requires 

one-quarter to one-half of an analyst’s time to 

administer and interpret the required data. 

• Forrester further assumes that the first year will 

include a six-month learning curve for that 

analyst, so the organization will not fully realize 

the productivity savings until Year 2. 

• The model also includes a higher-than-average 

salary for these specialized analysts.  

Risks. Factors that could impact other organizations’ 

ability to realize this benefit include: 

• Variation in the number of analysts required to 

provide the kind of information Flashpoint 

provides to a given organization.  

• The cost and ability to find the appropriate 

analysts. 

To account for these risks, Forrester adjusted this 

benefit downward by 10%, yielding a three-year, risk-

adjusted total PV (discounted at 10%) of $651,499 

  

Total Benefits 

Ref. Benefit Year 1 Year 2 Year 3 Total 
Present  

Value 

Atr 
Increased security team 
productivity 

$236,925 $276,413 $276,413 $789,750 $651,499 

Btr Avoided data breach costs $205,996 $205,996 $205,996 $617,989 $512,282 

Ctr 
Reduced losses from 
fraud 

$320,400 $352,400 $387,600 $1,060,400 $873,722 

Dtr 
Lowered cost of false 
incident investigations 

$82,080 $82,080 $82,080 $246,240 $204,121 

 Total benefits (risk-
adjusted) 

$845,401 $916,889 $952,089 $2,714,379 $2,241,624 
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. 

AVOIDED DATA BREACH COSTS 

Evidence and data. Data breaches are a growing 

problem for firms in virtually every industry, from retail 

to financial services to healthcare. For the 

interviewed organization, data breaches were a top 

security concern, and decision-makers put measures 

in place to prevent those kinds of attack. Flashpoint 

was a critical tool in this effort, as it allowed the 

intelligence team to eavesdrop on forums where 

hackers talk about how and where they are planning 

attacks. This gave the organization the advance 

knowledge it needed to close any vulnerabilities in its 

systems and prevent an attack. 

Modeling and assumptions. Because the 

interviewed organization (or most others, for that 

matter) does not experience successful security 

breaches with any regularity, it can be challenging to 

quantify how many incursions it avoided due to the 

information Flashpoint gathered. In addition, data 

about the average value of a data breach is highly 

sensitive. Therefore, Forrester used data from its own 

quantitative research studies to estimate the impact 

of this benefit. 

• Respondents to Forrester’s “Cost Of A Data 

Breach” survey reported an average of 2.6 data 

breaches at their firm in the past 12 months.1 

• The same survey found that the average breach 

cost respondents $343,327, including both 

internal and external impacts. 

• Based on the interviewees’ input that the 

organization avoided at least one attack due to 

Flashpoint, the model includes one avoided 

attack in Year 1 and another in Year 3. 

Increased Security Team Productivity: Calculation Table 

Ref. Metric Calculation Year 1 Year 2 Year 3 

A1 Analyst FTEs required without Flashpoint  2 2 2 

A2 Analyst FTEs required with Flashpoint  .50 .25 .25 

A3 Fully burdened analyst salary $130,000 + 35% $175,500 $175,500 $175,500 

At Increased security team productivity (A1-A2) * A3 $263,250 $307,125 $307,125 

  Risk adjustment ↓10%       

Atr 
Increased security team productivity  
(risk-adjusted) 

  $236,925  $276,413 $276,413 

Three-year total: $789,750 Three-year present value: $651,499 

 

“Flashpoint has given us clear 

visibility into threat actor 

techniques, technology, and 

procedures that we have used to 

proactively put defenses in place 

for, and it allowed us to disrupt at 

least one attack campaign that 

impacted peer financial institutions 

and included monetary loss.” 

VP security manager, financial services 
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Risks. The factors that could create variations in the 

results that different organizations might experience 

are related to the unpredictable nature of data 

breaches. Factors include: 

• The frequency of such events at an organization. 

• The size and cost of the average data breach at 

an organization. 

To account for these risks, Forrester adjusted this 

benefit downward by 40%, yielding a three-year, risk-

adjusted total PV of $399,043. 

 

REDUCED LOSSES FROM FRAUD 

Evidence and data. The interviewed organization 

had great success identifying stolen credit cards and 

blocking those accounts before they could be used 

fraudulently. Analysts found cards on illicit online 

communities and marketplaces that otherwise would 

have been identified only after fraudulent charges 

were made and reported. This intelligence allows the 

bank to block access to the cards and avoid the cost 

of unauthorized activity.  

In addition to searching for credit cards, the fraud 

team also looked for compromised accounts, 

including physical checks stolen from mailboxes and 

images from online banking logins. When the bank 

identified them, it placed alerts on the accounts in 

question. This prevented fraudulent checks from 

clearing or stolen logins from accessing customer 

accounts.  

The savings from protecting customers’ banking and 

investing accounts is more difficult to quantify than 

the savings from protecting credit cards. While most 

cards have a credit limit in the hundreds or low 

thousands of dollars, the same is not true for a 

checking or investment account. The cost of stolen 

credit cards, therefore, has much lower variability 

Avoided Data Breach Costs: Calculation Table 

Ref. Metric Calculation Year 1 Year 2 Year 3 

B1 
Average successful data breaches per 
year 

Forrester survey 2.6 2.6 2.6 

B2 Average cost per breach Forrester survey $343,327 $343,327 $343,327 

B3 
Data breaches avoided with Flashpoint 
intelligence 

 1 1 1 

Bt Avoided data breach costs B2*B3 $343,327  $343,327 $343,327 

  Risk adjustment ↓40%       

Btr Avoided data breach costs (risk-adjusted)   $205,996 $205,996 $205,996 

Three-year total: $$617,989 Three-year present value: $512,282 

 

“We spend time going through 

posts every single day to see how 

many of our credit cards we see for 

sale. We’ve been able to catch a 

variety of cards and measure our 

cost avoidance with Flashpoint for 

our senior leadership.” 

Cybersecurity threat analyst, financial 
services 



 

THE TOTAL ECONOMIC IMPACT™ OF FLASHPOINT  11 

ANALYISIS OF BENEFITS 

than the cost of a compromised account. The 

account in question could be a teenager’s first 

checking account or a private banking client’s lifetime 

accumulated wealth. Of course, the bank’s interest 

goes beyond merely preventing an immediate 

monetary loss; it wants to reassure clients that it is 

proactive about fraud and continue to build those 

valued relationships. 

Modeling and assumptions. Forrester’s model for 

this benefit focuses on the reliably measurable cost 

of credit card fraud. 

• Flashpoint identifies approximately 800 

incremental stolen cards per year, saving the 

bank the charges that would have resulted from 

their use. 

• The FBI estimates that the average stolen credit 

card costs the issuing financial institution $500 

before it is reported or blocked, so Forrester has 

used this number to value the recovered cards. 

Risks. Several risk factors could impact the benefit 

organizations realize in terms of reduced losses from 

fraud. These include: 

• The mix of higher- and lower-limit cards a given 

institution has issued. 

• The level of difficulty in searching for and 

isolating the organization’s stolen credit card 

information on Flashpoint. 

• The speed and thoroughness with which the 

organization takes action to prevent use of 

identified cards 

To account for these risks, Forrester adjusted this 

benefit downward by 20%, yielding a three-year, risk-

adjusted total PV of $873,722. 

 

Reduced Losses From Fraud: Calculation Table 

Ref. Metric Calculation Year 1 Year 2 Year 3 

C1 
Credit cards stolen annually 
(imputed) 

National 
average: 
89/100,000 
population 

8,010 8,811 9,692 

C2 
Stolen credit cards blocked due to 
Flashpoint 

10% 801 881 969 

C3 Average loss per stolen card Industry sources $500  $500  $500  

Ct Reduced losses from fraud C2*C3 $400,500  $440,550  $484,500  

  Risk adjustment ↓20%       

Ctr 
Reduced losses from fraud (risk-
adjusted) 

  $320,400  $352,400 $387,600 

Three-year total:  $1,060,400 Three-year present value: $873,722 

 

three-year 
benefit PV

$873,722

Reduced 
losses from 
fraud 39% of 
total benefits; 
$873K three-
year risk-
adjusted PV 
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LOWERED COST OF FALSE INCIDENT 

INVESTIGATIONS 

Evidence and data. Across a variety of different 

types of security threats, the interviewed organization 

found that a significant number of incidents turned 

out to be false claims by threat actors. Forrester’s 

own research backs this up, with survey respondents 

reporting that 59% of reported data breaches at their 

firms were found to be false.2 

Of course, the interviewed organization took reports 

of security threats and breaches seriously, so 

investigating a reported incident often involved 20 to 

30 people across multiple functions who devoted 60 

or more hours to investigate and remediate the crisis.  

Interviewees told Forrester that the organization was 

often able to avoid this kind of wasted effort because 

Flashpoint provided insight that allowed it to quickly 

determine how seriously to take the report. Team 

members may have seen the same claim being made 

about multiple financial institutions in their daily 

searches or they may have seen numerous 

unreliable claims from a specific threat actor. They 

could even ask Flashpoint to engage the actor and 

determine how seriously the organization should take 

that particular claim. 

Modeling and assumptions. Forrester has made 

the following assumptions in assessing the impact of 

this benefit: 

• The organization investigates one significant 

reported security incident per month. 

• Each investigation requires 20 people to spend 

60 hours each, at an hourly wage of $75. 

• These claims turn out to be false 59% of the time. 

• Flashpoint allows the organization to identify one 

additional threat per year as false, saving the 

cost of that investigation. 

Risks. There are several risks that may cause an 

organization not to experience the same savings as 

projected in the model. These include: 

• The organization may investigate many more or, 

less likely, many fewer incidents per year. 

• The rate of false positives may vary higher or 

lower than 59%.  

• Flashpoint may be able to eliminate a different 

portion of false reports from investigation.  

To account for these risks, Forrester adjusted this 

benefit downward by 5%, yielding a three-year, risk-

adjusted total PV of $204,121. 

“If somebody says, ‘I broke into 

this company and stole their data,’ 

in a lot of firms, that would become 

a crisis. But we can have 

Flashpoint go and talk to that actor 

and provide reasonable assurance 

[about] whether or not [the threat 

is] credible. We don’t waste 

resources spinning up a crisis.” 

VP security manager, financial services 

One less inquiry 
each year 

 

$204,121 
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UNQUANTIFIED BENEFITS 

The interviewed organization experienced additional 

benefits that interviewees were not able to quantify. 

These include:  

• Eliminated risk of exposing the company and 

brand to criminal activity. In addition to the 

difficulty of finding enough highly specialized 

analysts to build a similar capability in-house, the 

interviewees pointed out the risks inherent in 

allowing the organization’s employees to interact 

on illicit online communities.  

As the VP security manager explained: “With 

Flashpoint, I’m not exposing my corporate 

network to either identification by criminal actors 

or potential infection from what is a very 

unregulated part of the internet.” 

▪ Lowered risk of launching new products and 

technologies. Although staying on the leading 

edge of technology and continually developing 

new products is the lifeblood of most firms, there 

are inherent risks in doing so. The organization 

uses Flashpoint to look for conversations within 

illicit online communities about vulnerabilities in 

new technologies, as well as attacks against 

possible vendors or partners. If team members 

find an issue, the product’s development team 

can then address it before it hits the market and 

exposes the bank to fraud or cyberattack.  

▪ Improved safety and security for public-facing 

executives and employees. Flashpoint enables 

the security team to run a daily search for the 

Lowered Cost Of False Incident Investigations: Calculation Table 

Ref. Metric Calculation Year 1 Year 2 Year 3 

D1 
Time spent investigating security 
incidents 

1,200 person-
hours per month 

14,400 14,400 14,400 

D2 
Hourly fully burdened cost of security 
analysts (showing rounded value) 

($115,000*1.35)/ 
2,080 

$75 $75 $75 

D3 
Cost to investigate false incidents  
(59% of total) 

(D1*D2) * 0.59 $637,200 $637,200 $637,200 

D4 
Lowered hours spent on false incident 
investigations 

8% 1,152 1,152 1,152 

Dt 
Lowered cost of false incident 
investigations 

D4*D2 $86,400 $86,400 $86,400 

  Risk adjustment ↓5%       

Dtr 
Lowered cost of false incident 
investigations (risk-adjusted) 

  $82,080 $82,080 $82,080 

Three-year total: $246,240 Three-year present value: $204,121 

 

“Whenever we’re trying to roll out a 

new product, we look to see what 

threat the actors are currently 

talking about and how that is going 

to affect what we’re getting ready 

to launch.” 

Cybersecurity threat analyst, financial 
services 
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ANALYISIS OF BENEFITS 

names of high-profile employees, such as C-suite 

executives, and it lets decision-makers know 

when it may be necessary to provide enhanced 

protection for them. It also lets the team view 

discussions about potential physical threats such 

as possible violent civil unrest near a bank 

branch, terrorist threats, and other criminal 

activity targeting certain bank branches.  

▪ Heightened perception of proactive risk 

management. The organization’s preemptive 

approach to its business risks appeals to 

investors and regulators. It also builds confidence 

and loyalty with the bank’s valued customers.  

FLEXIBILTY 

The value of flexibility is unique to each customer. 

There are multiple scenarios in which a customer 

might implement Flashpoint and later realize 

additional uses and business opportunities, including:  

• Enhanced ability to partner with business 

units on the insights from threat analytics. By 

allowing the team to focus its reporting and take 

its analysis to the next level, Flashpoint enhances 

its ability to spend time understanding the 

requirements of its business partners and to 

provide them with actionable insights in areas 

that are meaningful to their business.  

Flexibility would also be quantified when evaluated as 

part of a specific project (described in more detail in 

Appendix A). 

 

 We can see if a militia plans to come 
to a protest near us or if extremists talk 
about new ways of making or hiding 
bombs, so we can alert our on-site 

security to watch for that scenario.  

— VP security manager, financial services 
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Analysis Of Costs 

Quantified cost data 
 
 
 

FLASHPOINT FEES 

Evidence and data. The bulk of Flashpoint’s costs to 

the interviewed organization are related to its annual 

subscription fees. Flashpoint’s Team-level plan, 

which is represented by these fees, includes 10 

intelligence platform licenses along with a dedicated 

customer success partner, curated threat alerts, 

access to the community email list, three integrations, 

API access, and the ability to submit requests for 

information (RFIs) for custom expert analysis. 

Flashpoint offers a range of pricing options to suit the 

size and needs of different organizations. Just as the 

value of each organization’s benefits will vary with its 

size, structure, and unique applications, its costs will 

also vary. By applying its own revenues, user base, 

and other factors to scale the cost and benefit 

estimates in the model up or down, potential 

customers should find that their own projected ROI 

would be in a similar range to the one shown in this 

model.  

Modeling and assumptions. Forrester’s cost model 

assumes that: 

• The organization subscribes at the Team level 

plan. 

• It purchases a limited set of up-front training 

sessions for its analysts.  

Risks. The primary way an organization would 

experience different costs from the model is by 

subscribing to a plan that offers greater or lesser 

access to Flashpoint. Since this will be driven mainly 

by the size of the security team and the number of 

licenses required, Forrester has adjusted this cost 

upward by just 5%, yielding a three-year, risk 

adjusted total PV (discounted at 10%) of $360,386. 

 

  

Total Costs 

Ref. Cost Initial Year 1 Year 2 Year 3 Total 
Present 

Value 

Etr Flashpoint fees $7,875  $141,750  $141,750  $141,750  $433,125  $360,386  

Ftr Internal training time $6,300  $9,450 $6,300 $6,300 $28,350  $24,831 

 
Total costs (risk-
adjusted) 

$14,175  $151,200  $148,050  $148,050  $461,475  $385,217  

 

94%

three-year 
cost PV

$360,386

Subscription 
fees 94% of 
total costs; 
$360K three-
year risk-
adjusted PV 
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ANALYISIS OF COSTS 

INTERNAL TRAINING TIME 

Evidence and data. The interviewed executives told 

Forrester that the Flashpoint system was extremely 

easy to get up and running, and they felt the amount 

of training they required was minimal. In addition to 

the up-front sessions, they estimated that they spent 

some additional time on the job learning how to use 

the platform to its best advantage and for their 

purposes. Unlike the subscription fees, these training 

costs are not out-of-pocket. They include only the 

analysts’ time to participate. 

Modeling and assumptions. Forrester’s training 

cost model assumes that: 

• 10 analysts spend 8 hours in up-front system 

training classes. 

• They also spend 12 hours over the next year 

getting fully proficient and 8 hours each additional 

year incorporating new capabilities. 

• They earn a fully burdened salary of $135,000 

per year.  

Risks. The potential risks to duplicating these 

training costs are:  

• The number of analysts using the Flashpoint 

system. 

• Those analysts’ rate of pay. 

• The amount of time it takes the analysts to 

become fully proficient with the platform. 

To account for these risks, Forrester adjusted this 

cost upward by 5%, yielding a three-year, risk-

adjusted total PV of $24,831. 

 

 

Flashpoint Fees: Calculation Table 

Ref. Metric Calculation Initial Year 1 Year 2 Year 3 

E1 Annual subscription cost    $135,000 $135,000 $135,000 

E2 Up-front training sessions  $7,500    

Et Flashpoint fees D1+D2 $7,500 $135,000  $135,000 $135,000 

  Risk adjustment ↑5%        

Etr Flashpoint fees (risk-adjusted)   $7,875  $141,750  $141,750 $141,750 

Three-year total: $433,125 Three-year present value: $360,386 

 

Internal 
training time 
6% of total 
costs; $25K 
three-year 
risk-adjusted 
cost PV 
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ANALYISIS OF COSTS 

 

 

Internal Training Time: Calculation Table 

Ref.   Metric Calculation Initial Year 1 Year 2 Year 3 

F1 Annual training hours per analyst  8 12 8 8 

F2 Number of analyst users Assumption 10 10 10 10 

F3 
Fully burdened analyst hourly wage 
(showing rounded value) 

($115,000+ 
35%)/2,080 
hours 

$75 $75 $75 $75 

Ft Internal training time F1*F2*F3 $6,000 $9,000 $6,000 $6,000 

  Risk adjustment ↑5%        

Ftr Internal training time (risk-adjusted)   $6,300  $9,450 $6,300 $6,300 

Three-year total: $28,350 Three-year present value: $24,831 
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Financial Summary 

 

CONSOLIDATED THREE-YEAR RISK-ADJUSTED METRICS 
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Cash Flow Chart (Risk-Adjusted)

Total costs Total benefits Cumulative net benefits

These risk-adjusted ROI, 
NPV, and payback period 
values are determined by 
applying risk-adjustment 
factors to the unadjusted 
results in each Benefit and 
Cost section. 

 

The financial results calculated in the 

Benefits and Costs sections can be 

used to determine the ROI, NPV, and 

payback period for the composite 

organization’s investment. Forrester 

assumes a yearly discount rate of 10% 

for this analysis. 

 

Cash Flow Analysis (Risk-Adjusted Estimates) 

  Initial Year 1 Year 2 Year 3 Total 
Present 

Value 

Total costs ($14,175) ($151,200) ($148,050) ($148,050) ($461,475) ($385,217) 

Total benefits $0  $845,401 $916,889 $952,089 $2,714,379 $2,241,624  

Net benefits ($14,175) $694,201 $768,839 $804,039 $2,252,904 $1,856,407 

ROI 
          

482% 

Payback 
         

<3 months 
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Appendix A: Total Economic 
Impact 

Total Economic Impact is a methodology developed 

by Forrester Research that enhances a company’s 

technology decision-making processes and assists 

vendors in communicating the value proposition of 

their products and services to clients. The TEI 

methodology helps companies demonstrate, justify, 

and realize the tangible value of IT initiatives to both 

senior management and other key business 

stakeholders. 

TOTAL ECONOMIC IMPACT APPROACH 

Benefits represent the value delivered to the 

business by the product. The TEI methodology 

places equal weight on the measure of benefits and 

the measure of costs, allowing for a full examination 

of the effect of the technology on the entire 

organization.  

Costs consider all expenses necessary to deliver the 

proposed value, or benefits, of the product. The cost 

category within TEI captures incremental costs over 

the existing environment for ongoing costs 

associated with the solution.  

Flexibility represents the strategic value that can be 

obtained for some future additional investment 

building on top of the initial investment already made. 

Having the ability to capture that benefit has a PV 

that can be estimated.  

Risks measure the uncertainty of benefit and cost 

estimates given: 1) the likelihood that estimates will 

meet original projections and 2) the likelihood that 

estimates will be tracked over time. TEI risk factors 

are based on “triangular distribution.”  

 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

PRESENT VALUE (PV) 

The present or current value of 

(discounted) cost and benefit estimates 

given at an interest rate (the discount 

rate). The PV of costs and benefits feed 

into the total NPV of cash flows.  

 

NET PRESENT VALUE (NPV) 

The present or current value of 

(discounted) future net cash flows given 

an interest rate (the discount rate). A 

positive project NPV normally indicates 

that the investment should be made 

unless other projects have higher NPVs.  

 

RETURN ON INVESTMENT (ROI) 

A project’s expected return in 

percentage terms. ROI is calculated by 

dividing net benefits (benefits less costs) 

by costs.  

 

DISCOUNT RATE 

The interest rate used in cash flow 

analysis to account for the time value of 

money. Organizations typically use 

discount rates between 8% and 16%.  

 

PAYBACK PERIOD 

The breakeven point for an investment. 

This is the point in time at which net 

benefits (benefits minus costs) equal 

initial investment or cost. 
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Appendix B: Endnotes 

 
1 Source: “Cost Of A Data Breach,” Internal Forrester Survey Data, July 2020. 
 
2 Ibid 
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